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Quest Compliance Suite for Windows

BASELINE, TRACK AND ALERT ON ACCESS TO CRITICAL DATA

- Baselines who has access You're facing a problem. Your compliance team is looking to you to provide them with information
to critical information that helps them address the requirements of both internal policies and external regulations. To the IT
. Tracks what was done department, that means the compliance team needs to know whether the right people have access to the

with that access right files, what they are doing with that access, and when inappropriate access occurs. Knowing the who,

) what, and when of access to critical data is key in ensuring adequate internal controls and, ultimately, in
- Alerts the business when o ) ] )
remediating failed processes. Understanding that IT budgets are always under scrutiny, you must balance

access s inappropriate the daily needs of your IT department while addressing compliance requirements.

- Consolidates information ) o ) ) ) ) o )
What if the objectives to comply with certain external regulations and to improve the efficiency of daily

to provide a single ' . . .
P 9 IT operations could be met with the same budget dollar? What if you could meet specific regulatory
compliance view compliance objectives by leveraging solutions that are necessary to improve internal controls in IT

operations? It's possible today.

Using its secure Web portal, Quest® Compliance Suite for Windows gives organizations a consolidated
view of their [T compliance status by baselining the directory, tracking all events related to the security of
information, and alerting to violations to established corporate data security procedures.

Single View

Compliance Suite offers a consolidated view of an organization’s IT compliance status, utilizing information
from many different data sets. Through a secure Web interface, administrators can grant access to only
those individuals who most need it.

Improve Visibility

Compliance Suite allows administrators to schedule reports and have them distributed to the appropriate
decision-makers. Reports include: user information, group memberships, security settings, and access
permissions ranging from workstations to Windows servers and Active Directory (AD). This capability allows
administrators to baseline their environment, giving them unprecedented visibility into their directory.

Automate Collection

With Compliance Suite, you can automate the secure collection of event logs for off-peak business hours. Its
advanced level of scheduling flexibility saves valuable network bandwidth and significantly reduces the risk
of user error. Additionally, Compliance Suite provides an added layer of security by ensuring that event logs
are encrypted and compressed before sending.

Lower Storage Costs

Compliance Suite will minimize costs related to event log storage through the use of compression
and encryption, and will preserve the data in its original state to prove its authenticity in a court of law.
Compression is key — with ratios of up to 40:1 saving storage costs.

Improve Security

Compliance Suite improves security by alerting key decision makers in real-time to unusual user and
administrator activity, such as attempts to access files during off hours, multiple failed log on attempts followed
by a successful log on, and other business critical security events. Offering an added layer of flexibility, can

also be sent directly to decision makers by e-mail or third-party monitoring applications. This means that key
personnel can take action to remediate potential violations before they become material weaknesses.
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Reporter
Plan, secure and audit your network
Quest® Reporter provides configuration change auditing and security assessment for your

Windows infrastructure.

InTrust for Active Directory

Comprehensive activity tracking and change auditing for AD

Quest® InTrust™ for Active Directory enables organizations to audit, report, and alert on all domain controller
activity, as well as track all detailed changes to AD and Group Policy.

InTrust
Auditing and policy compliance for the secure enterprise
Quest® InTrust™ enables organizations to collect, store and report on heterogeneous event data to meet the

needs of internal policies and best practices, as well as external regulations.

Compliance Web Portal
Single, secure Web interface for IT compliance status reporting
Quest® Compliance Web Portal enables organizations to view their internal and external IT compliance status

from a single Web-based view.
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